Abstract-The Internet of Things (IoT) has spread into multiple dimensions that incorporate different physical and virtual things. These things are connected together using different communication technologies to provide unlimited services. These services help not only to improve the quality of our daily lives, but also to provide a communication platform for increasing object collaboration and information sharing. Like all new technologies, the IoT has many security challenges that stand as a barrier to the successful implementation of IoT applications. These challenges are more complicated due to the dynamic and heterogeneous nature of IoT systems. However, authentication and access control models can be used to address the security issue in the IoT. To increase information sharing and availability, the IoT requires a dynamic access control model that takes not only access policies but also real-time contextual information into account when making access decisions. One of the dynamic features is the security risk. This paper proposes an Adaptive Risk-Based Access Control (AdRBAC) model for the IoT and discusses its validation using expert reviews. The proposed AdRBAC model conducts a risk analysis to estimate the security risk value associated with each access request when making an access decision. This model has four inputs/risk factors: user context, resource sensitivity, action severity and risk history. These risk factors are used to estimate a risk value associated with the access request to make the access decision. To provide the adaptive features, smart contracts will be used to monitor the user behaviour during access sessions to detect any malicious actions from the granted users. To validate and refine the proposed model, twenty IoT security experts from inside and outside the UK were interviewed. The experts have suggested valuable information that will help to specify the appropriate risk factors and risk estimation technique for implantation of the AdRBAC model.
INTRODUCTION
The IoT has become able to provide a real-world intelligent platform to increase the collaboration of distributed smart objects through different communication technologies. It extends the interaction between humans and applications through objects, which can be users or applications [1] . The IoT has the potential to add a new dimension by enabling communications with and among smart objects, thus leading to the vision of ''anytime, anywhere, anything" communications [2] , [3] .
The concept of the IoT was first mentioned by Kevin Ashton in 1999 [4] . He has said, "The Internet of Things has the potential to change the world, just as the Internet did. Maybe even more so". Later, the International Telecommunication Union (ITU) IoT formally presented the IoT in 2005 [5] . The ITU defines it as: "a global infrastructure for the Information Society, enabling advanced services by interconnecting (physical and virtual) things based on, existing and evolving, interoperable information and communication technologies" [6] .
Security is one of the most difficult of the challenges that need to be addressed in the IoT. This challenge is more complicated due to the dynamic and heterogeneous nature of IoT systems [6] , [7] . Authentication and access control models are the essential elements to address the security issue in the IoT. They can prevent unauthorised users from gaining access to system resources, prevent authorised users from accessing resources in an unauthorised manner and allow authorised users to access resources in an authorised manner [8] , [9] .
The main purpose of access control is to reject unauthorised users and limit operations of authorised users using a certain resource. In addition, it tries to prevent activity that could cause a security breach [8] . A powerful access control model should fulfil security requirements of confidentiality, integrity, and availability [11] , [12] .
There are two categories of access control models; traditional and dynamic approaches. Traditional access control approaches are static in nature as they depend on predefined policies that always give the same outcome regardless of the situation. They are context insensitive. Furthermore, they require a rigid authentication infrastructure [11] , [12] . So they cannot provide for distributed and dynamic environments as IoT systems [15] , [16] . On the other hand, dynamic access control approaches are more appropriate to the IoT. This is because they are characterised by using not only access policies but also environment features that are estimated in real-time to determine access decisions. These dynamic features can include trust, risk, context, history and operational need [15] . The risk-based access control model is one of the dynamic models that uses the security risk associated with the access request to make the access decision. This paper proposes an Adaptive Risk-Based Access Control (AdRBAC) model for the IoT. This model uses real-time user contextual features, resource sensitivity, action severity and risk history as inputs to estimate the security risk value of each access request to make the access decision. In current risk-based access control models, there is no way to detect malicious actions from granted users during the access session. While the proposed model will monitor the user behaviour during the access session to detect any abnormal or malicious actions. To prove the research concept, Twenty IoT security domain experts have validated and refined the proposed model.
The rest of the paper is organized as follows: related models will be discussed in Section II; IoT security challenges will be presented in Section III; Section IV will discuss the access control in the IoT; risk-based access control model will be presented in Section V; Section VI will present access control requirement that needed to implement an access control model for the IoT; Section VII presents the proposed model; Section VIII discusses the validation of the proposed model; Section IX provides a discussion; and Section X is the conclusion.
II. RELATED WORK
A number of studies have used the security risk for dynamic access control models. The JASON report [18] has proposed three main components for a risk-based access control model: estimating the risk value associated with the access request, identifying acceptance levels of the risk, and controlling information sharing based on the estimated risk value and access control policies.
McGraw [19] has proposed a Risk Adaptable Access Control (RAdAC) model. This model estimates the security risk and operational needs to make the access decision. It estimates the risk associated with the access request and then compares it with the access control policy and operational needs to make the final access decision. However, this model does not provide details about how to estimate risk and operational needs quantitatively. Also, it lacked adaptive features. In addition, Kandala et al. [20] have provided an approach that identifies different risk components of the RAdAC model using attribute-based access control approach.
A dynamic and flexible risk-based access control model has been proposed by Diep et al. [14] . This model uses the risk assessment to estimate the risk value associated with the access request depending on outcomes of actions in terms of availability, confidentiality, and integrity. However, this model does not provide how to evaluate the risk value for each state of the environment and for each outcome of action and lacks risk adaptive features.
Khambhammettu et al. [21] have proposed a framework based on estimating object sensitivity, subject trustworthiness, and the difference between the object sensitivity and the subject trustworthiness using a risk assessment. However, this framework does not provide how to estimate the risk value for each situation of the environment. Besides, it requires a system administrator to give a reasonable value for each input feature in the early state of the risk assessment process and lacked risk adaptive features as well.
A task-based access control model has been proposed by Sharma et al. [22] to estimate the risk value associated with the access request using functions based on the actions a user wants to perform. The risk value is computed in terms of different actions and corresponding outcomes. The outcomes and the risk probability are determined along with the level of data sensitivity. The users' previous behaviour patterns are then used to estimate the overall risk value. The estimated risk value is compared with the risk threshold to determine the access decision. However, this model does not use real-time features in the risk estimation process and lacks risk adaptive features.
A contextual risk-based access control model has been proposed by Lee et al. [15] . This model gathers all useful information from the environment and evaluates them from the security perspective. Risk assessment with Multifactor Evaluation Process (MFEP) is applied to estimate the associated risk value. The risk value is based on outcomes of actions in term of availability, confidentiality, and integrity. This model is evaluated to manage the access control in a hospital. However, this model ignored the users' past behaviour and also lacks risk adaptive features.
A risk-based access control model has been proposed by Dos Santos et al. [8] . This model employs the notion of quantifying risk metrics and aggregating them. It is based on the idea of risk policies, which allow service providers and resource owners to define their own metrics, allowing greater flexibility to the access control system. However, this model requires a system administrator to ensure the minimum security is achieved. In addition, it does not use real-time features in the risk estimation process and lacks risk adaptive features as well.
In summary, current risk-based access control models concentrate only on providing access decisions without providing any way to prevent any abnormal and unusual data access from authorised users, unlike the proposed model which is based on providing the access decision and then monitoring user behaviour during the access session to detect any abnormal actions. The novelty of the proposed model is based on providing the adaptive features and using real-time access features to make the access decision, which provides more flexibility in accessing system resources and incorporate unconditional situations. To the best of the researcher knowledge, the proposed model will be the first to use smart contracts to monitor the user access behaviour during access sessions. The proposed AdRBAC model has been validated and refined using Twenty IoT security experts that will ensure it will be implemented correctly.
III. IOT SECURITY CHALLENGES
Although benefits of the IoT are countless, like all new technologies, it introduces many security challenges that include malicious actors manipulating the flow of information or tampering with IoT devices themselves. There are variety of IoT security challenges that need to be addressed. These challenges include:  User Privacy: Privacy is one of the most sensitive issues in the IoT system. This is because IoT devices collect various sensitive personal information like financial accounts, user habits, geolocations, physical condition and many others that can affect the user privacy that should be protected [1] .  Large Scale: Many IoT devices are designed to be deployed at a massive scale that is beyond traditional Internet-connected devices. Therefore, the potential quantity of interconnected links between these devices in a dynamic manner is unprecedented. Existing tools and strategies associated with the IoT security need new consideration [23] .  Identity Management: Due to the large number of IoT devices, which are in billions, an efficient and lightweight identity management scheme is needed. Because of the distributed nature of the IoT, this issue is more complicated [24] .  End-to-End Security: Establishing an efficient security technique between IoT devices and Internet users is an important issue. Standard cryptographic solutions are not sufficient, so future research should focus on developing an efficient end-to-end security measure [25] .  Attack Resistant Security Solution: Due to the diversity of IoT devices and users, the attack resistant security measures should be implemented. All devices in IoT have low computation resources and low memory; hence, they are defenceless. Possible external attacks like Denial of Service attack, flood attack and other attacks on devices have to be considered. A mitigation plan to address these attacks is another big issue [24] .  Authentication and Access Control: Authentication is identity evidence between communicating parties. Since there are billions of IoT devices, authentication and access control are important to create a secure communication channel between different devices and services [9] .  Physical Security: Some IoT devices are likely to be deployed in places where physical security is difficult or impossible to achieve. Physical access to IoT devices may be achieved easily by attackers.
Anti-tamper tools and other design innovations will need to be considered to increase the physical security of IoT devices [23] .  Device Usability: IoT devices might have no clear way to alert the owner when a security breach arises making it difficult for a user to know that a security breach has occurred. A security breach might last for a long time before being observed and corrected. Similarly, the user might not be aware that a sensor exists in his/her surroundings, potentially allowing a security breach to persist for long periods without detection [23] .
In this paper, the access control issue will be addressed. Building a dynamic access control model for the IoT is one of the important things that are needed to establish a secure communication channel not only between IoT devices and users but also between IoT objects and each other.
IV. ACCESS CONTROL IN THE IOT
The main functions of the access control are to grant access rights only to authorised users and to prevent authorised users from accessing system resources in an unauthorised manner [8] . A powerful access control model should also fulfil security demands of confidentiality, integrity, and availability [11] .
IoT devices send and receive a variety of information about the owner's behaviour. Therefore, it is important to protect not only the communication process between IoT devices but also authentication and access control of IoT devices itself [25] , [27] . The access control process works with many layers of the IoT. It works with different data whether in storage, in motion, or at the IoT device itself. Therefore, access control is a big issue in the IoT that needs addressing.
There are many access control models, which can be divided into two categories; traditional and dynamic. Traditional access control (also called classical access control) models are static in nature as they depend on predefined policies that always give the same outcome regardless of the situation. They are context insensitive. Furthermore, they require a rigid authentication infrastructure [13] , [14] . There are three main traditional access control models; Discretionary Access Control (DAC), Mandatory Access Control (MAC), and Rolebased Access Control (RBAC).
DAC model is designed for multi-user databases and systems with few previously known users. All system resources are under full control from the user. DAC grants access depending on the user identity and authorization are defined through open policies. The owner of the resource can grant the access to any user. DAC mainly deals with the inheritance of permissions, user-based authorization, auditing of system events and administrative privileges [28] .
MAC model is concerned with confidentiality and integrity of information and is mainly used in military and government applications. In MAC, the security policy is controlled by a security policy administrator and the user does not have the capability to override it [28] . RBAC model consists of three elements: users (subjects requesting access), roles (collection of permissions) and operations (actions on target resource). Access permissions are related to roles and the appropriate role is granted to the user. A single user can be associated with one or more roles, and a single role can include one or more user. RBAC classifies users based on their roles [29] .
Dynamic access control models are characterised by the use of not only the access policies but also dynamic contextual features which are estimated in real-time at the time of making the access request [30] . Features that can be taken into account in dynamic access control models can include risk, need, benefit, trust and context. The dynamic nature of the access control is implemented in these models because access decisions vary according to contextual information and features that are evaluated at the time of the access request [31] , [32] .
The AdRBAC model is proposed to provide more flexibility in accessing system resources. The security risk value associated with the access request will be used as the main criterion for making access decisions.
V. RISK-BASED ACCESS CONTROL MODEL
The risk is generally defined as the potential damage that can occur from an incident and is usually represented by the probability of occurrence of an undesired incident multiplied by its impact. Risk metrics are used to quantify assets, threats and vulnerabilities of a certain system. Furthermore, the risk is different from uncertainty, since the risk can be measured and managed [8] . Risk-based access control models permit or deny access requests dynamically based on the estimated risk of each access request [33] . AdRBAC performs a risk analysis on each user access request to make the access decision. This analysis can be qualitative or quantitative, automatically attributing a numeric value to risk [8] . Mathematically, the most common formula to represent the risk in quantitative terms is:
Where likelihood represents the probability of an incident to happen while impact represents the estimation of the value of the damage regarding that incident [33] .
The fundamental distinction between adaptive and non-adaptive access control models is that the adaptive model requires a system monitoring process to adaptively adjusts user permissions based on the users' activities during the access session [13] . If a malicious action is detected, the access session will be terminated or the user permissions will be reduced.
Before discussing the proposed AdRBAC model and its validation by security domain experts, the requirements that should be taken into consideration when designing an access control model for the IoT will be presented to discuss how the proposed model considers these requirements.
VI. ACCESS CONTROL REQUIREMENTS IN THE IOT
Due to the distributed and dynamic nature of the IoT, there are many requirements to implement an access control model for the IoT. According to [34] , [35] Fig.1 , user/agent context, resource sensitivity, action severity and risk history. These inputs/risk factors are used to estimate the security risk associated with each access request. The estimated risk value is then compared against the risk policies to make the access decision. To provide the adaptive features, the user behaviour will be monitored to detect any abnormal actions from granted users during the access session. This model will provide an appropriate security level while ensuring flexibility and scalability to the IoT system.
In addition, the proposed model can work well in applications where unexpected situations often require the violation of security policies. This may occur because policies are incomplete or incoherent, sometimes even conflicting. The most usual examples of such needs are in medical and military applications, where the need to take actions may save lives and system immobility may cause serious harm [8] . As shown in Fig.1 , the user/agent context represents the environmental features that are embedded with the user/agent at the time of making the access request. With the IoT, there are many sensors that can be used to collect variety of context features during making the access request. These contexts are used to determine the security risk value associated with the user requesting the access to the system. Location and time are the most common user contexts [36] . The agent is used to express on the diversity of applications in IoT systems. An agent represents any system entity that has the ability to make an access request [37] . For the rest of the paper, the user will be used to represent either user or agent.
Resource sensitivity represents how valuable the resource/data is to the owner. Data has different sensitivity levels based on who should have access to it and how much damage would be done if it were disclosed. A risk metric is assigned to each resource in the IoT system depending on how valuable the resource data is to the owner. For instance, the higher the data sensitivity, the higher the risk metric associated with the resource [34] .
Action severity represents the consequences of a certain action on a particular resource in terms of security requirements of confidentiality, integrity, and availability. Different operations have different impacts and so have different risk values. For instance, the risk of a "view" operation is lower than the risk of a "delete" operation [38] , [39] .
The risk history is used to represent the user previous risk values on a certain resource. This is because the risk history reflects previous users' behaviour patterns. Moreover, it is used to identify good and bad authorised users and predict the user future behaviour [34] .
Risk estimation module is the essential part of the riskbased access control model. It is responsible for taking the input features and quantify the risk value associated with the access request. Determining the security risk associated with each access request is a complex task, which requires the consideration of a variety of factors [21] . However, the ultimate goal is to develop an efficient risk estimation process.
The access decision determines whether the access is granted or denied according to the risk policies. Risk policies or access control policies are mainly used by the risk estimation module to make the access decisions. These policies are created by the resource owner to identify terms and conditions of granting or denying the access. The overall risk value is compared against risk policies to determine the access decision.
The proposed model is trying to improve the security levels of access control by monitoring the user behaviour during the access session. In current risk-based access control models, if the decision is to grant access to the user, then there is no way to prevent any abnormal and unusual data access from authorised users during access sessions. So, a monitoring module is needed to adaptively adjust risk values based on the user behaviour during the access session. Preventing malicious actions during the access session is the primary goal of the monitoring module so that the target of the proposed model is to increase information sharing and availability but at the same time prevent any malicious attack to guarantee the integrity and confidentiality of the data.
Applying smart contracts to accomplish the monitoring process is a big challenge especially as it will be the first use of smart contracts in this context. Smart contracts are treated as software code that runs on a blockchain [40] . It can force a functional implementation of particular demands and can confirm that certain conditions or terms were met or not [41] , [42] . Hence, the monitored user behaviour information will be compared with the smart contract to ensure that the user acts according to the terms of the smart contract so as to prevent any potential security breach during the access sessions.
The proposed AdRBAC model tries to achieve the requirements that are needed to implement an access control model for the IoT system that are stated in section VI. How the proposed model addresses these requirements is outlined in 
Requirements of access control Proposed AdRBAC Model

Interoperability with multiple users
To support interoperability, the risk policies will be designed using real-time contextual features that change dynamically. Therefore, risk policies will be more flexible and will have the ability to work with multiple organisations and users.
Dynamic interaction
The proposed model provides a dynamic and flexible access control model for IoT applications. It uses real-time contextual features to make the access decision. Therefore, the access decision is dynamically changes based on collected environment features.
Context awareness
The proposed model uses real-time contextual features collected from IoT environment to make the access decision. Therefore, the proposed model is a risk aware model that takes context awareness of surrounding environment to make the access decision.
Usability
The implementation of the proposed model should consider building usable interfaces that can easily be administrated and modified.
Limited resources
The proposed model will employ the centralised and contextual access control architecture where IoT devices participate in access decisions. The access control logic will be implemented at a central server with all required resource capabilities. IoT contextual features will be sent to the central entity to help to make access decisions. Therefore, the resource limitations will not be a problem.
Scalability
The proposed model is for IoT devices, which are in billions, therefore, the design of risk estimation module and risk policies should take into consideration the increasing number of IoT devices.
Delegation of authority
The proposed model provides more flexibility by using real-time contextual features to build risk policies. Therefore, it can consider delegation of authorities, especially in unexpected situations.
Auditability
The proposed model involves a monitoring module to record and monitor all activities performed by the granted user during the access session.
VIII. VALIDATION OF PROPOSED MODEL
Validating the proposed AdRBAC model is essential to ensure any implementation will be appropriate. One of the most popular ways to validate a model is through an expert review, which is a qualitative approach [43] . The use of the expert interviews permits the collection of valid and reliable data that are relevant to the research to refine it in the light of the opinions of well-qualified experts.
A. Interview Design
The expert review is used to gain an understanding of underlying reasons, opinions and motivations in the research area. It does not use statistical procedures or other means of quantification [44] .
The proposed model was validated through expert interviews. The purpose of the interview was to get more information about the model from highly experienced persons who have skills and experiences in IoT security. The interview was semi-structured, which starts with a set of predetermined open questions with other questions emerging from the dialogue during the interview, by either the interviewer or interviewee [45] .
The interview questions were pilot-tested by seven security research fellows in the University of Southampton. Based on this pre-test, it was decided to give an open question to ask how reasonable the methodology followed by the researcher.
To interact directly with the interviewees and provide further questions based on the interviewees' answerers, face-to-face interviews were used [16] . The interviews were conducted on the campus of the University of Southampton in expert's office. Other interviews were conducted online using video conferencing on Skype [46] and were recorded by an audio recorder or taking notes manually. All interviews were conducted in the English language.
B. Ethics Approval
Before starting the interview, each expert was asked to sign a consent form after reading the participant information sheet that included all the necessary information, terms and conditions about the study. The University of Southampton Ethics Committee granted approval for this study under their reference number 25091.
C. Demographic Information
In terms of the number of experts, according to Guest et al. [47] , there is no agreed-upon number of experts for an interview in a content validity study. However, most researchers recommend a panel consisting of 3 to 15 experts. In expert sampling, participants are chosen based on their knowledge in the area of study [48] .
The interviews have conducted with twenty IoT security experts from inside and outside the UK. The criteria used to choose experts was years of experience in security and familiarity with IoT applications. The IoT security researchers interviewed in this study were selected after investigating and reading their works and making sure that there is a relevancy between their work and this study. While other experts are selected depending on their holding posts that require experience in security and IoT applications. Information on experts who have involved in this study are shown in Table 2 
D. Results and Findings
The need for access control models that provide more flexibility than traditional approaches has been pointed out repeatedly in recent years especially after the appearance of IoT. The risk-based access control model provides a dynamic way to make the access decision. It uses the risk associated with the access request as a criterion to determine the access decision.
The AdRBAC model has been refined and validated using IoT security domain experts through interviews. The purpose of the expert interviews was to validate the model and the strategy proposed by the researcher to implement it. Before interview questions were asked, each expert was given a brief background about the aim of the research. After the research had been outlined, six open-ended questions were asked to the experts.
The first question was about their feedback about the model in general. Most experts have interested in the model from the first moment I explained it to them. They confirmed that it will be valuable to industry and advised trying to contact interested companies to get more support to complete the research.
With regards the next question, experts were asked to validate the four risk factors that will be used to estimate the security risk associated with the access request in IoT applications. The majority of experts agreed that the proposed risk factors are appropriate to different IoT applications, especially the user context that allows the access control system to use the real-time contextual information to make the access decision. In addition, they added that the proposed risk factors could be used with different IoT applications without any problems. However, they suggested that the appropriate risk factors depend on the application domain. In other words, they suggested starting to work with one specific IoT application and try to identify different risk factors that are associated with this specific IoT application besides the proposed four risk factors. We believe that one of the powerful points of the model is that it can be adjusted to different IoT application easily using the four risk factors. Therefore, we prefer to work only with these risk factors at this stage of the research.
In the subsequent question, experts were asked about the ranking of risk factors in terms of importance to determine the final access decision. Most experts decided that all risk factors used in the proposed model are important. However, they considered the resource sensitivity and the risk history are the most effective risk factors, then the action severity and the user context. On the other hand, some experts suggested that the ranking of risk factors should be regarding a specific application. In other words, the ranking of risk factors may need to be changed according to the application domain. For instance, for sensitive applications, the resource sensitivity and action severity would be more important.
After that, experts were asked about appropriate risk estimation techniques to be used to implement the model and estimate the value of the security risk associated with each access request. The majority of experts decided that identifying the appropriate risk estimation approach is the essential and difficult stage to implement the model. This is because risk estimation tries to predict the future in terms of probability of occurrence of a certain incident and its impact. They added that estimating the risk without having dataset describing different probabilities and the impact of different access control scenarios would make estimating the risk more difficult. Experts suggested reviewing different risk estimation techniques that were used in existing risk-based access control models. The researcher has reviewed different risk estimation approaches in this paper [49] .
In addition, many experts suggested using fuzzy logic approach. However, they advised trying to reduce the subjectivity associated with the fuzzy logic system. Experts considered the fuzzy logic approach is the appropriate technique especially when there is no available data to estimate the risk. In addition, some experts suggested using one of the machine learning techniques to estimate security risks in the model. They advised to choose one specific IoT application and find the related dataset and use the ANN to get high performance, but this only applies when there is an available dataset.
For the next question, the experts were asked about the effectiveness of adding the adaptive features into the model such that after granting the access, the access session will be monitored. Most of the experts were interested in it and recommended it be implemented, together with a mitigation plan to mitigate against [50] . Moreover, XACML is an XML-based language, which is used to create flexible access control policies to describe requirements to access a certain resource [51] .
IX. DISCUSSION
The IoT security experts reviewed the proposed AdRBAC model. The majority of experts have felt that the proposed model is interesting and will be a good starting point to increase the information sharing and availability in IoT application by considering security risks associated with the access request and at the same time increases the level of security in IoT applications.
Twenty IoT security experts have validated and refined the proposed model through confirming the methodology followed by the researcher and suggesting new information related to risk estimation techniques and risk factors. As advised by experts, a fuzzy logic approach will be used to estimate the security risk associated with access requests. The fuzzy logic will provide a flexible framework. Regarding risk factors, we believe that the proposed four risk factors are appropriate as they can be adjusted to different IoT application easily without the need to add or remove other factors. In addition, we believed that XACML is the appropriate access control standard, as advised by experts, to be used to implement the proposed model.
X. CONCLUSION
Due to the dynamic nature of the IoT, traditional access control approaches cannot satisfy security requirements, as they are static and context insensitive. Therefore, this research has sought to develop a dynamic and adaptive access control model that can adapt to IoT changing conditions. Risk-based access control is one of the dynamic models that uses real-time contextual features to estimate the security risk associated with the access request to make the access decision. The AdRBAC model for the IoT has been proposed. This model has four inputs; user contextual features, resource sensitivity, action severity and risk history. This model provides not only the flexibility in accessing system resources but also the ability to handle exceptional access requests when a user must be granted the access to perform a critical action that can save lives as in medical and military applications. Twenty IoT security experts were interviewed to validate the proposed model and get more information about the proposed model form highly experienced persons. Most experts were interested and confirmed that the model will be valuable to the industry. They advised using the fuzzy logic to conduct the risk estimation process especially in the absence of the appropriate datasets. Moreover, they have recommended working on a specific IoT application and specify related risk factors. In addition, they have advised implementing a mitigation plan to be used to detect and prevent malicious actions during monitoring the access session and finally they have suggested that XACML is an appropriate access control standard to be used to implement the proposed model. In future work, the fuzzy logic approach will be used to implement the risk estimation process of the proposed model.
